HNudopmanmonHas naMATKA 00 OCHOBHBIX PHCKAX A1 AeTell B ceTH « UHTepHeT» U MepsbI MO UX
MHHHMMHU3aLAH

C KaXIBIM TOJIOM MOJIOZICKH B HHTEPHETE CTAHOBUTHCSI OOJIBIIIE, a ITKOJIEHUKH OJTHU M3 CaAMBIX
aKTUBHBIX ToJIb30Bateneld Pynera. Mexay TeM, TOMUMO OIPOMHOI0 KOJIMYECTBA BO3MOXKHOCTEH,
UHTEPHET HEeCET U MPOOJIeMbl. JTa MaMATKa JODKHA TTOMOYb TeOe 0€30MacHO HAXOAUTHCS B CETH.

KomnbrotepHbie BUPYChI

KoMmmbsroTepHsBIi BUpYC — 3TO pa3HOBHIHOCTH KOMITBIOTEPHBIX MTPOTPaMM, OTIIHIUTEITFHON
0COOEHHOCTBIO KOTOPOW SIBJISIETCS CTOCOOHOCTH K PAa3MHOXKEHHIO.

B nononHeHue kK 3TOMY, BUPYCHI MOTYT ITOBPEANTH WM OJTHOCTHIO YHUUTOXKHUTD Bee (Daibl U TaHHEIE,
MTOJIKOHTPOJIbHBIE TTOJIB30BATENI0, OT IMEHH KOTOPOTo Obljia 3amylieHa 3apakEHHast MporpaMma, a TakxKe
HOBPEIUTh WIN 1aXKe YHUUTOXKHUTD ONEPALMOHHYIO CHCTEMY CO BceMH (haiiamu B niesiom. B
OOJIBIIMHCTBE CIy4YaeB paCHpPOCTPAHIIOTCS BHPYCHI Ye€pe3 HHTEPHET.

MerTo/ibl 3a1UTHI OT BPEJIOHOCHBIX POrpamMM:

1. Hcnons3yit coBpeMeHHBIE OTIEPAlMOHHBIE CHCTEMBI, MMEIOIINE CEPhE3HBIA YPOBEHD 3aIIUTHI OT
BPEIOHOCHBIX MPOTPAMM;

2. TloctosHHO ycTaHaBnHBaii MadTy (U POBHIE 3aIIATKH, KOTOPEIE aBTOMATHYECKH
YCTaHaBIMBAIOTCS C HENBI0 TOPAOTKH MTPOTPaMMBI) U IpyTrre 0OHOBIIEHHUS CBOEH OMEPanOHHON
cucteMbl. CKkaunBai UX TOJBKO ¢ OpHUIMATLHOIO caiita pa3padoryrika OC. Ecnu cymecTByer
PEKUM aBTOMaTHYECKOTO OOHOBIICHUSI, BKIIOUH €T0;

3. Pabortait Ha cBOeM KOMITBIOTEPE IO IMPaBaMH ITOJIB30BATEIIA, & HE aIMHHHCTPATOpa. ITO HE
IIO3BOJIUT 6OHBHII/IHCTBy BPC€OAOHOCHBIX IMPOTrpaMM MHCTAJIJIMPOBATLCA Ha TBOCM IIEPCOHAIIBHOM
KOMIIBIOTEPE;

4. MHcnonw3yit aHTUBHPYCHBIE TIPOTPAMMHEIE ITPOYKTHl H3BECTHBIX MTPOU3BOAUTENCH, C

aBTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

OrpaHnyb (U3NUECKUI JOCTYI K KOMIBIOTEPY ISl TOCTOPOHHMX JIHIL;

6. Hcnonw3yii BHeNTHHE HOCUTENH WHGOPMAIINH, TaKue KaK (IenIka, TUCK Wwin (aiil u3 HHTepHeTa,
TOJIEKO M3 TTPO(epEeHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEPHBIC (haIIBI, TOTYYCHHBIC N3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpBIE IPHUCIA TBOM 3HAKOMBIH. JIyUllle yTOYHM Y HEro, OTHPaBIIsLI JIU OH TeOe HX.

W

Cern WI-FI

Wi-Fi - 3T0 He BUI nepeiaun NaHHBIX, HE TEXHOJIOTHS, a BCero JIMib OpeHn, Mapka. Eme B 1991 rony
HUZepIaHCKas KOMITaHus 3apeructpuposana 6pern « WECA», uTo 0003Ha4ano clioBocoveTaHue
«Wireless Fidelity», KOTOpBIif IEpEBOAUTCS KaK «O0eCIIPOBOHAS TOYHOCTHY.

Jlo Hamiero BpeMeHH JoIIa Apyras abopeBuaTypa, KoTopast SBJIsSETCs TaKOH ke TeXHOJIoruei. 1o
ab0pesuarypa « Wi-Fi». Takoe Ha3BaHHe ObLIO JaHO C HAMEKOM Ha CTaHAAPT BBICUIMK 3ByKOBOH TEXHUKH
Hi-Fi, uTo B mepeBojie 03Ha4aeT «BBICOKAS TOUHOCTHY.

[a, OecrmaTHBIN HHTEPHET-IOCTY B Kade, OTEINAX U adpOIopTax SBISETCS OTIIMIHONH BO3MOXKHOCTBIO
BBIXOJIa B MHTepHET. Ho MHOTHE SKCTIEpTHI CUUTAIOT, 4TO oOmeaoctymabie Wi-Fi cetn He SBISIOTCS
0€e30IaCHBIMU.

Cogertsl 1o 6e30nacHOCTH paboTe B 00LIeNOCTYMHBIX ceTax Wi-fi:

1. He nepenaBaii cBoro TUUHYIO HHPOpMaIHIo yepe3 odienocrynusie Wi-Fi cetu. PaboTas B HuX,
JKeNaTeIbHO HE BBOJUTH MAPOJH AOCTYIIA, IOTHHBI H KAKHE-TO HOMEPa;

2. Hcmons3yit 1 OOHOBIISI aHTUBHPYCHBIC TTPOTPaMMBI U OpaHaMayep. Tem caMbIM ThI
oOe3onacuib ce0sl OT 3aKaYKW BUpYyCa Ha TBOE YCTPOUCTRO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢pynkumio «O0ummid foctyn K ¢aiinam u npuHTEpamM».
JanHas pyHKIMS 3aKphITa MO0 YMOIYaHUIO, OJTHAKO HEKOTOPbIE MMOJIb30BATENN aKTHBUPYIOT €&
JUTsl y100CTBa UCIIONB30BaHUS B paboTe miu yuede;



4. He ucnonssyit myOnmuunbiii WI-FI st nepegaun TMYHBIX JaHHBIX, HATPUMED AT BEIXOJIA B
COLMAIIbHBIE CETH WM B 3JIEKTPOHHYIO TOYTY;

5. Hnonp3yit Tonpko 3amuimennoe coequaenue aepe3 HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azipeca BBOJM UMEHHO «https:/»;

6. B mobunbHOM Tenedone otkimoun ¢pyHkuuio «Ilogkmouenne xk Wi-Fi aBTomarnueckn». He
JOTTYCKai aBTOMAaTHYECKOTO TTOKITIOUCHHS YCTPOHCcTBa K ceTsiM Wi-Fi 6e3 TBoero cormacus.

ConuajabHbIe CeTH

ConmansHbIe CETH aKTUBHO BXOIAT B HAITY KU3HB, MHOTHE JIFOJIH pa0OTAIOT ¥ KUBYT TaM IOCTOSHHO, a B
Facebook yxe 3aperucTprupoBaH MUUIHAP]] Y€JIOBEK, YTO SBIISICTCS OJTHOU CEABMOM BCEX JKUTENEH
TUIAHETBHL.

MHorue nojbp30BaTeIn He INOHUMAIOT, YTO I/IH(l)OpMaI_II/IH, pa3MClICHHAA UMHU B COLIUATIBHBIX CCTAX,
MOKET OBITh HaliJleHa ¥ UCII0Jb30BaHa KEM YTrogHoO, B TOM YHUCJIE HE 00s13aTENBHO ¢ OJIaruMHU
HaMCpPCHUSAMU.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIIMAJIBHBIX CCTAX:

1. Orpanuyb cIMCOK Apy3eil. Y Te0s B IPY3bsIX HE JOJKHO OBITh CIyYaiHBIX U HE3HAKOMBIX
JIIOZICH;

2. 3ammumiaii CBOIO YaCTHYIO *u3Hb. He yka3wiBaii mapouu, TenedoHbl, afpeca, JaTy TBOETO
POXIEHHS U APYTYIO TUYHYI0 HHPOPMAaNHio. 3T0YMBIIUIEHHUKH MOTYT MCIIOB30BaTh JaXKe
MH(QOPMAIMIO O TOM, KaK Thl ¥ TBOM POJHUTENH TNIAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amminaii CBOIO peryTalyio - AePKH €€ B YUCTOTE U 3aJ1aBaii cede BOIpOC: XOTel OBl ThI, YTOOBI
IpyTHe TOIB30BaTeNN BUIEIH, YTO THI 3arpyxaems? [logymait, mpexae uem 9To-To
oIy OJIMKOBaTh, HAITUCATh U 3arPy3HUTh;

4. Ecnu Tl TOBOPUIIH C JIIOIBMHU, KOTOPBIX HE 3HACIb, HE UCTIOJIb3YH CBOE pealbHOE UMS U IPYTYIO
JTUYHYI0 HH(POPMAIIUU: UMsI, MECTO YKHUTEIhCTBA, MECTO YyUeObl U TIpovee;

5. Wsberaii pasmerienus Gotorpaduii B IHTepHETE, I/ie Thl H300paXKeH Ha MECTHOCTH, 110 KOTOPOM
MOJKHO OTPEETUTh TBOE MECTOIONOXKEHHUE;

6. Ilpu peructpamuu B COIMATBHON CETH HEOOXOAMMO HCIIOJIE30BaTh CIIOKHBIE MAPOJIH, COCTOSIINE
3 OykB 1 (P ¥ C KOIMIECTBOM 3HAKOB HE MEHee §;

7. Jljs cOUMaNbHOM CETH, MOUTHI U APYTUX CAHTOB HEOOXOAMMO HCIIOJIb30BATh PA3HBIC MAPOJIH.
Torna ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTYYaT JOCTYI TOIBKO K OAHOMY MECTY, a
HE BO BCE Cpa3y.

JJIeKTPOHHBIE eHbIH

DNeKTPOHHBIC ACHBIH — 3TO 0YCHB YIOOHBIH CIIOCc00 IIaTeKei, OTHAKO CYIIECTBYIOT MOIIICHHUKH,
KOTOPBIE XOTAT MOTYYUTh ITH ICHBIH.

3J’I€KTpOHHBIe JACHBI'M NOABUJIMCH COBCEM HCJIaBHO U UMCHHO H3-3a 3TOI'O BO MHOT'UX I'OCyJapCTBax O0
CHUX NTOp HE MPONHMCAHO ITPO HUX B 3aKOHAX.

B Poccuu e oHU (YHKIIMOHHPYIOT U 0 HUX YK€ TIPOIKICAHO B 3aKOHE, TJIE X Pa3JIeNSIOT Ha HECKOIBKO
BUJIOB — AHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, UYTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiaeTcsi MPOBOAMTD ONepaliy 03 UICHTU(PUKAIIUY [10JIb30BATEIs, a B HAHOHUMHBIX
UACHTU(DUKAIIMY TTOJIh30BATENS SBISICTCS 0053aTEIBHOM.

Taxoke cnenyer pa3nuyarh 3JeKTPOHHBIE pUATHBIE JEHBI'H (PaBHBI TOCYIaPCTBEHHBIM BAIIOTaM) U
3JIEKTPOHHbIE He(pUaTHBIC JEHBIH (HE PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM).

OcCHOBHEBIE COBETHI IO O€30IIaCHON PabOTe C IJIEKTPOHHBIMH JIEHBT aMHU:

1. Tlpussixu k cueTy MOOMIBHBIN TenedoH. ITO caMbIil yIOOHBINA U OBICTPBIN CTIOCOO BOCCTAHOBHTH
JnocTym K cuery. [IpuBs3anHbIi Tene(OH MOMOXKET, €CIIH 3a0Y/IeIlb CBOM IIATEXKHBIN apoJib U
3aliie1Ib Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. MHcnonwayit ogHOpa3oBble mapoin. [locne mepexoma Ha yCHIIEHHYIO aBTOPU3AIINIO TeOE yiKe He
OyZIeT yrpoXxarh OMacCHOCTh KPa)kKH WIIH TIepexBaTa IIaTeXHOTO apois;



3.

4,

Bri6epu croxHbIi taposib. [IpecTynmHukaM OyAeT He MPOCTO yrajaaTh CIOMXKHBIN Mapoib.
HanexxHbie maponn — 3T0 mapoiu, KOTOPBIE COJepKAT He MeHee 8 3HAKOB U BKIIOYAIOT B Ce0sI
CTPOYHBIE U TIPOTHCHBIE OYKBBI, IIU(PPHI 1 HECKOJIHFKO CHMBOJIOB, TAKHE KaK 3HAK JA0JUIapa,
(yHTa, BOCKIUIIATENIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOIM CBOM IMYHBIE JaHHBIE HAa CATaX, KOTOPHIM HE TOBEPSCIIb.

DJIEKTPOHHAS MOYTA

DNEeKTPOHHAS MOYTa — 3TO TEXHOJIOTHS U MPEIOCTABIISIEMBIE €10 YCIYTH MO MEPECHUIKE U MOIYYEHUIO
3JIEKTPOHHBIX COOOIIEHHI, KOTOPBIE PACIPEENAIOTCS B KOMIIBIOTEPHOM CETH.

OOBIYHO TIEKTPOHHBIN TOYTOBBIA MUK BRITJBIIAT CISAYIOMAM 00pa3oM:
UMS_TI0JIb30BATEISI(@UMSI_JIOMEHa.

Taxoke Kpome Tiepeiaur IPOCTOro TEKCTa, UMEETCSl BO3MOKHOCTD MepeAaBaTh (Gpauibl.

OCHOBHBIE COBETBI 110 0€30MACHON PadOTE C IICKTPOHHOM MOYTOM:

93]

Hano BeIOpaTh npaBUIIBHEII TOYTOBBIN CEpBHUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
0ecCIUIaTHBIX TIOYTOBBIX CEPBUCOB, OJHAKO JYYIe JOBEPATH TEM, KOr'0 3HACIIb U KTO IEPBHIH B
peUTHHTrE;

He yxa3zpiBail B TUUHON ToYTe TUUHYI0 HHPOopManuo. Hanpumep, srydiire BHIOpaTh
«My3BIKaJIbHBIA _(QaHaT@» i «pok2013» BMecTo «temal3y;

Hcnone3yil IByX3TamHy0 aBTOPU3ALHI0. DTO KOTAa MOMUMO MapoJIsl Hy’KHO BBOAUTH KO,
npuckUTaeMbIil o SMS;

BriGepu ciioxxHbINM Taposib. J[Jist KaXkI0ro MoYTOBOIO SIMKA JTOJIKESH OBITh CBOW HA/ICHKHBIH,
YCTOMYUBBIN K B3JIIOMY M1apOJib;

Ecnu ecTh BO3MOXHOCTh HammucaTh CaMOMY CBOM JTUYHBIM BOMPOC, UCTIOIB3YH 3TY BO3MOKHOCTb;
Hcnonb3yil HECKOJIBKO MOYTOBBIX AIUKOB. IIepBbIii U1 4aCTHOM NEPENUCKU C a{pecaTaMy,
KOTOPBIM ThI JOBEPSIENIb. DTO JIEKTPOHHBIN aJipec HE Ha/l0 MCII0JIb30BaTh IPU PErHUCTPalMy Ha
(hopymax u caiiTax;

He otkpeiBaii (haitinel u gpyrue BIOXKEeHHS B MUChMax Aa)Ke €CIIH OHU MPHUILIIN OT TBOUX JApYy3eil.
Jly4iie yTOUYHM y HUX, OTHPABIISIIN I OHU Tebe 3TU (aiiibl;

ITocne okoH4aHust pabOTHI HA TIOYTOBOM CEPBHUCE MEPe 3aKPBITHEM BKJIAKU C CAUTOM He 3a0yIb
HaXkaTh Ha «BeIATIY.

Kuoep0oy JIMHT HJIM BHPTYaJIbHOE H3/1€BATEILCTBO

KubepOymauHT — mpeciieoBaHue COOOIECHUSIMHE, COACPKAIIMMI OCKOPOJICHHUS, arpPECCHI0,
3aIlyT'UBAHUEC; XYJIUTAHCTBO,; COLINAJIBHOC 60ﬁKOTI/IpOB3HI/IC C IOMOIIBIO PA3JIMYHBIX HHTCPHET-CCPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KNOEPOYILTMHIOM:

|92

He Opocatics B 00it. JIyumuii crioco0: TOCOBETOBATHCS Kak ceOsi BECTH U, €CJIU HET TOr0, K KOMY
MOYHO 00paTUThCS, TO BHaYaJIE YCIIOKOUThCS. Ecau Thl HaYHeb 0TBeYaTh OCKOPOJICHUSIMH Ha
OCKOPOJICHHS, TO TOJBKO €IIe OOJIBINE Pa30KKEITh KOH(IIHKT;

VYnpanisii cBoeit kubeppenyranuei;

AHOHUMHOCTB B ceTd MHUMast. CyIIecTBYIOT CIIOCOOBI BBISICHUTB, KTO CTOMT 38 AaHOHUMHBIM
aKKayHTOM;

He cTouT Bectn xynuranckuii o06pa3 BUpPTyasIbHOM KU3HU. IHTEpHET GUKCUPYET BCE TBOH
JEWCTBUS U COXpaHACT UX. Y NaNUTh UX OyIeT KpaliHe 3aTpyAHUTEIHHO;

Cobmroaii cBoil BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyii equHIIHBIN HeraTHB. OJHOPa30BbIle OCKOPOUTENHHBIE COOOIIEHHS Ty YIlIe
urHopupoBats. OOBIYHO arpeccusi MpeKpalaeTcs Ha HaualbHOW CTaIuu;

Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOLICHUSIMH, B COLIMAJIbHBIX CETSIX €CTh
BO3MOXHOCTb OJIOKMPOBKHU OTIPABKU COOOILEHHH C ONPEEIEHHBIX aIPECOB;

Ecmu 11 cBUeTens kubepOysuiHra. TBOM IEHCTBUS: BHICTYIHTH IIPOTUB MPECIIeI0BATENS,
[I0Ka3aTh €MY, UTO €ro JACUCTBUS OLIEHUBAIOTCS HETaTUBHO, MOAJEPKATH JKEPTBY, KOTOPOH



HYXHa IICUXOJOTrn4YecKasd noMoIllb, COO6HII/ITL B3pOCIIBIM O (baKTe arpe€CCMBHOIO MOBCICHUA B
CCTH.

MoOuibHbIi Te1edoH

CoBpemeHHbIe CMapT(OHBI U IUIAHILIETHI COJEPXkKaT B ceOe BIIOJIHE B3POCIbIi (PyHKUNOHAN, U TENeph OHU
MOT'YT KOHKYpPHPOBATh CO CTAllMOHAPHBIMU KOMIIbloTepamMu. OHAKO, CPEICTB 3aLUThI U1 IOAOOHBIX
YCTPOMCTB II0Ka OYEHb MaJIo.

TecTupoBaHue U MOMCK YA3BUMOCTEN B HUX ITPOMCXOANT HE TaK MHTEHCUBHO, Kak 1y [IK, To ke camoe
KacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHHH.

CoBpeMeHHbIE MOOHIIbHBIC Opay3ephl yiKe MPaKTHUECKH JOTHATH HACTOJIbHBIC aHAIOTH, OJTHAKO
pacmupenne (pyHKIFOHAa BIeYeT 32 c000# OOIBIIYIO CII0KHOCTh M MEHBIIIYIO 3aIIAIIICHHOCTD.

Jlaneko He Bce IPOM3BOAUTENHN BIITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHIECKUE YI3BUMOCTH IS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsl 0€30MaCHOCTH MOOMIBLHOTO Telie(hoHa:

1. Hwuuero He siByIsIeTCS MO-HACTOsIIEMY OeCIUIaTHBIM. By ocToposkeH, Besib Koraa Tede
MpeyIararoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAaKHUE-TO IUIATHBIE YCIIYTH;

2. Jywmaii, mpexae ueM otnpaButh SMS, hoTo wiu Buaeo. ThI TOYHO 3HACIIE, T1E OHA OyIyT B
KOHEYHOM HUTOTE?

3. Heo0xoauMo 0OHOBIATH ONEPAIMOHHYIO CHCTEMY TBOETO cMapT(doHa;
4. Hcnonw3yit aHTUBHPYCHBIE TIPOTPAMMBI JIJIsI MOOWITEHBIX TEJIE(OHOB;
5. He 3arpyxail npuJIoxKeHUsI OT HEU3BECTHOTO UCTOUHUKA, BE/Ib OHU MOTYT COJIEPKAaTh

BPEIOHOCHOE IIPOTPaMMHOE 00CCIICUCHIE;

6. Ilocne TOTo Kak THI BBIMIENIb C CAaiTa, e BBOIIII JIHYHYIO WH(GOPMAIIHIIO, 3aiT1 B HACTPOHKH
Opaysepa u ynanum cookies;

7. llepnonuuecku MpOBEPSI KaKUE IIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;

8. JlaBaii cBOiIf HOMEp MOOMIILHOTO TeNe(OoHa TOIBKO JFOIIM, KOTOPBIX ThI 3HACIIh U KOMY
JIOBEPSICIIIb;

9. Bluetooth nomkeH ObITh BHIKIIIOYEH, KOTJIa TH MM He MOJb3yelibcs. He 3a0biBaii nHOT 1A
MPOBEPSITH 3TO.

Online urpsl

CoBpeMeHHBIEC OHJIaHH-UTPBI — 3TO KPACOUHBIE, 3aXBATHIBAIOIIUE Pa3BICUeHUS, 00bEIUHSIONINE COTHH
TBICSY YEJIOBEK 110 BceMy Mupy. rpoku ucciaeayoT JaHHbIH UM MUp, O0IIA0TCS APYT C APYTOM,
BBITIOJTHSIOT 3aJIaHUs, CPAKAIOTCS C MOHCTPAMH U TIOJYYalOT OMBIT. 33 YIOBOJIHCTBHE OHHU TUIATSAT:
NOKYNAaloT AXCK, OIUIAYMBAIOT a00HEMEHT WM NPUOOPETAIOT KaKUe-TO OILINY.

Bce a1 cpencTBa uayT Ha nmoaAepikaHHE U pa3BUTHE UIPhI, a TAKXKE Ha caMy 0e301acHOCTh:
COBEPILIEHCTBYIOTCS] CUCTEMbI ABTOPHU3ALIMH, BBIITYCKAIOTCSI HOBBIE MaTYu (LU(PPOBbIE 3aIIaTKU IS
MIPOTpaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo06HbBIX uTpax CTOUT OMacaThes HE CTONBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXKH TBOETO ITapoJis, Ha
KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALMH OOJIBIINHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30MACHOCTH TBOETO HUI'pOBOT'O aKKAaYyHTaA:

1. Ecnum apyroit urpok Befet ceOs MI0X0 WIH co3/aeT Tebe HelpUATHOCTH, 3a0JI0KUpYii ero B
CIIMCKE UTPOKOB;

2. Iloxanyiics aAMUHHCTPAaTOPaM UIPbI HA IJIOX0E MOBEIEHUE 3TOTO UTPOKA, JKEeJIATEIbHO
MIPUIIOKUTH KaKHUe-TO JIOKa3aTeNIbCTBA B BU/IE CKPUHOB;

3. He yka3bIBail nnunyto nHGopManuio B npodaiisie urpsl;

4. VBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeoUIMATbHBIC TTATYH ¥ MOJIBI;

6. Mcnomnp3yii c10XKHBIE U pa3HbIE apOJIH;



7. I[ance BO BpEMA UI'PbI HE CTOUT OTKIIHOYATh aHTUBUPYC. IToka ThI urpaciib, TBOU KOMIIBIOTEP
MOTYT 3apa3uTh.

DOUIIHHT WIH Kpaxa JIUYHBbIX JaHHbIX

OOBIYHO KpaXkell IeHeT U TOKyMEHTOB CEeTOHS YKe HUKOTO He yAUBHIIIb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTUH 3JIOYMBITINICHHUKY TIEPEMECTHIINCH B HHTEPHET, U IMPOIOJDKAIOT 3aHUMAThCS «TTFOONMBIM
JIETIOM.

Tak nosiBUIach HOBas yrpo3a: UHTCPpHET-MOUMICHHUYCCTBA WJIN (I)I/IIHI/IHI‘, rjiaBHasg LEJIb KOTOPOIro COCTOUT
B TIOJTyYCHHH KOH(DUICHITMATBHBIX JaHHBIX MOJh30BaTENeH — JIOTHHOB U napodei. Ha anrnuiickom
si3pike phishing auTaetcs kak gumuHT (0T fishing — pe1OHAs OB, password — mapob).

OCHOBHBIEC COBETHI 10 OOpPKOE ¢ PHUIIMHTOM:

1. Crnenn 3a cBOMM akKayHTOM. EcIi THI MO03peBaeIib, 4TO TBOSI aHKeTa ObLTa B3JIIOMaHa, TO
HE0OX0JMMO 3a0JIOKUPOBATh €€ U COOOIIUTH aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO
cKopee;

2. Hcnonw3yit 6e30macHbIe BeO-CalThI, B TOM YHCIE, MHTEPHET-Mara3nHoOB U TIONCKOBBIX CHCTEM;

3. MHcnonw3yit cj0xHbBIC ¥ pa3Hbie apoyid. Takum 00pa3om, eciid TeOst B3JIOMAIOT, TO
3JI0YMBINUICHHUKY TIOJy4YaT IOCTYT TOJLKO K OJJHOMY TBOEMY MPO(QUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3moMaiu, TO HEOOXOUMO MPEIYIIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE

n00aBIICHEI Y TEOS B IPY3bAX, O TOM, YTO TEOS B3JIIOMAIH U, BOZMOYKHO, OT TBOETO UMEHHU OY/IeT

pacchLIaThCs CIlaM U CChUIKU Ha (DUIITMHTOBBIE CAWTHI;

YcranoBu HanexxHbli maponb (PIN) Ha MoOunbHBIH TenedoH;

OTKITIOUN cCOXpaHEHHUE Tapossi B Opaysepe;

7. He otkpsiBaii (hailyibl U APyTrUe BIOKECHUS B MUChMAaX JIa)e €CJIM OHM MPUIIUTA OT TBOUX JPY3CH.
Jlyuiie yTOYHU Y HUX, OTIIPABIISUIH JIM OHU TeOE 3TH (Paiiibl;

SaNNg

Iugposas penyrauus

Hudposas pemyTanus - 5T0 HeTaTUBHAS WM MO3UTUBHAS HHPOPMAIHS B CETH O TeOe.
Komnpowmerupytommas nadopmManys pasMelieHHast B HHTEPHETE MOXKET CEPhe3HBIM 00pa3oM OTPa3UThCs
Ha TBOEU peabHOU KU3HH.

«udposas permyTaius» - 3TO TBOH UMUK, KOTOPBIA popMupyetcs U3 uHpopManuu o Tede B
HWHTEPHETE.

TBoe mecTo JKHUTCJILCTBA, yLIC6I>I, TBOC (bHHaHCOBOG IIOJIOKCHUCEC, 0COOEHHOCTH XapaKTepa U pacCKasbl O
OJIM3KUX — BCE 3TO HAKAIIJIUBAETCS B CETH.

MHorue moApoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJNIMKauuy TNIHON nHpopmannu B IHTEpHETE, HE
MOHUMast BO3MOXKHBIX MOCIeNCTBHIMA. ThI Jaske He CMOXKEIIb JI0TaAaThCsl 0 TOM, 4To doTorpadus,
pa3MelleHHas 5 JIeT Ha3aj, cTaia NPUYMHON O0TKa3a MPUHATE Te0s Ha paboTy.

KommenTapun, pazmemienne TBoux ¢ororpaduii u Apyrue ASHCTBHS MOTYT HE HCUE3HYTh JaxKe Mocie
TOTO, KaK ThI UX YAaIUIIb. THl HE 3HACIb, KTO COXPAHMI 3Ty HH(POPMALUIO, TIOTAJIa I OHA B IOUCKOBBIE
CHCTEMBI M COXPAHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYIKAIOIIee JIF0I1, KOTOPbIe HAWITyT
U YBUAAT 3T0. HaliTH WHPOPMAIIUIO MHOTO JIET CITyCTSI CMOXKET JIF000# — Kak u3 J0OPBIX OOYKICHHH,
TaK ¥ ¢ HAMEPEHHEM IPUYUHHUTD Bpe. ITO MOXKET ObITb KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIKUTe HU(PPOBON pemyTauuu:

1. Tloaymaii, mpesxe 4eM uTo-TO MyOJIMKOBaTh U MepeaBarh y ceOs B OJIOTe WK B COIUATBEHON
ceTu;

2. B Hacrpoiikax npouiis yCTaHOBH OTPaHUYEHUsI HA POCMOTP TBOETO MPOQUIIS U €ro
COJIEPIKUMOTO, CIeTIall ero TOMBKO «IJIs APY3eii»;

3. He pa3menraii u He ykasbIBaii HH(pOpPMAIHIO, KOTOPas MOKET KOTO-THO0 OCKOPOIIATh MIIH
00MKaTh.



ABTOpCKOe IPaBo

CoBpeMEHHBIC IKOJLHUKU— aKTUBHBIC MOJIL30BATENHN IIUPPOBOTO MpocTpaHcTBa. OJHAKO JalIeKO HE BCe
3HAOT, YTO MTOJIb30BaHNE MHOTHIMH BO3MOKHOCTAMH IIU(PPOBOT0 MUpa TpeOyeT COONI0IeHNS TIpaB Ha
WHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMI/IH CMHTCJUJICKTYyaJIbHas COOCTBEHHOCTE)» OTHOCHUTCS K Ppa3JIM4YHbIM TBOPECHHUAM YECJIIOBEYECKOI'O yMa,
Ha4dyrHasi C HOBBIX I/I306p€TCHI/II71 1 3HAKOB, 0603Ha‘laIOHII/IX COOCTBEHHOCTH Ha IMPOAYKTEI U YCIIYTH , U
3aKaH4YMBas KHUTaMU, (I)OTOFpa(l)I/IHMI/I, KI/IHO(I)I/IJ'ILMaMI/I 1 MY3bIKaJIbHBIMU ITPOU3BCACHUSAMMU.

ABTOpCKHE IIpaBa — 3TO PaBa Ha HHTEJJIEKTYyaJbHYIO0 COOCTBEHHOCTh Ha IPOM3BEIEHHS HAYKH,
JIUTEPATYPBI U UCKYCCTBA.

ABTOpCKHE TIpaBa BBICTYIAIOT B KAUECTBE TAPaHTHH TOTO, YTO HHTEIUICKTYaIbHBIH/TBOPUECKUH TPy
aBTOpa He OyAeT HallPacHBIM, JaCT eMY CIIPaBEAJIUBBIC BOBMOKHOCTH 3apa00oTaTh Ha Pe3ysbTaTax CBOETO
TpyZa, MOJYyYUTh U3BECTHOCTH U IPU3HAHUE.

Hukro 0e3 pazpenienns aBTopa He MOKET BOCIIPOU3BOINTE €ro IMPOU3BEACHNE, PACTIPOCTPAHSITh,
MyOIMYHO JeMOHCTPUPOBATH, MPOaBaTh, UMIIOPTHPOBATH, ITyCKAaTh B MPOKAT, ITyOJIUYHO HCIIOHSATS,
MOKAa3bIBaTh/UCTIONHATH B dpHpe WiH pa3Meliats B UHTepHeTe.

Hcnonb3oBaHue «IUPATCKOr0» NpOrpaMMHOro o0ecreueHns MOXKET IPUBECTH K MHOTUM PHCKaM: OT
MOTEPH JAaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOMCTBA, TJIe YCTAaHOBJICHHBIN HE
JeranbpHas mporpamma. He cTouT Takske 3a0bIBaTh, YTO CYIIECTBYET JIETaIbHBIE H OeCTUIaTHBIE
IIPOrpaMMBbl, KOTOpbIE MO’KHO HalTH B CETH.



